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Bai giang hoc phan:
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1. Muc dich va yéu cau

+ Muc dich cta hoc phan

— Cung céap nhirng kién thirc co ban vé& an toan
va bdo mat thong tin cho HTTT doanh nghiép

— Cung cép théng tin v& cac nguy co tan cong
va phuong phap dam bdo an toan cho hé
thong théng tin doanh nghiép

— Gi6i thieu mot sé ng dung ctia cong nghé
trong ddm an toan va bdo mat théng tin
doanh nghiép
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1. Muc dich va yéu cau (t)

« Yéu cau can dat dwoc

— Nam virng céc kién thirc co ban vé an toan
va bdo mat thong tin doanh nghiép

— C6 kién thirc vé& cac nguy co tAn cong va va
cac phuwong phap dam bdo an toan cho hé
théng théng tin doanh nghiép

— S dung dwoc mét sb (ng dung da cé trong
viéc ddm bdo an toan thong tin doanh nghiép
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2. Céau truc hoc phan

+ Hoc phan gbm 3 tin chi (45 tiét) phan phéi nhw
sau:
— N&i dung ly thuyét va thao luan 45 tiét (15 bubi)
— Thoi gian:
+ 10 tuan ly thuyét,
« 2tuan bai tap va kiem tra
+ 3 bubi thdo luan
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3. Noi dung hoc phan

« Chuwong 1: Tdng quan vé& ATBM théng tin

+ Chuong 2: Cac hinh thirc tAn cong va cac rai ro
clia hé thong

. Chun:mg 3: Cac phuwong phap phdong tranh va
phuc hoi

+ Chuong 4: Ung dung an toan va bdo mat thong
tin
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Bai giang: An toan bao mat thong tin

3. Noi dung hoc phan (t)

« Chwong 1. Téng quan

— Khai niém chung vé an toan va bao mat théng tin
+ An toan va bao mat théng tin
* Vai tro clia an toan va bao mat thong tin
» Nguy co va phan loai cac nguy co
« Phong tranh va phuc hdi théng tin

— Muc tiéu va yéu cau clia an toan va bao mat thong tin
* Muc tiéu
+ Yéu cau va quy trinh chung
» M0 hinh an toan va chinh sach bao mat

— . Chinh sach phap luat ctia nha nwéc
« Luat, nghj dinh vé ATBM thong tin & Viét Nam
+ Luat va chinh sach vé& ATBM théng tin quéc t&
« Binh hwéng phat trién v& ATBM thong tin ctia Viét Nam

5mon CNTT - Khoa HTTT Kinh & & TMDT




BO m6n CNTT - Khoa HTTT Kinh té & TMDT

3. Noi dung hoc phan (tt)

+ Chwong 2: Cac hinh thirc tAn cong va rii ro ctia hé théng
— 2.1.Tdng quan v& tan cdng hé théng thong tin
« 2.1.1. Khai niém tan cong va phan loai
« 2.1.2. Mot s6 phwong thire tan cong thyu dong
+ 2.1.3. Mot s6 phuong thire tan cong cht dong
— 2.2.RUi ro va danh gia rui ro cho hé thong théng tin
+ 2.2.1. Khai niém rti ro ctia hé théng
* 2.2.2. Xac dinh rui ro va danh gia
«+ 2.2.3. Céc chién lugc va phuong thirc kiém soat rdi ro
— 2.2. Céc hinh thirc tdn cong vao HTTT DN & Viét Nam hién nay
* 2.2.1. T6i pham cong nghé cao & Viét Nam
« 2.2.2. Cac méi de doa déi véi HTTT doanh nghiép
+ 2.2.3. Céc kiéu thn cong vao HTTT doanh nghiép
— 2.3. Nhi*rng xu hwéng tan céng trong twong lai
« 2.3.1. Xu hwéng tan céng béang ky thuat
+ 2.3.2. Xu hwéng tan céng phi ky thuat
« 2.3.3. Xu hwéng tan tir cac phwong tién truyén théng xa hoi
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3. Noi dung hoc phan (ttt)

. |(fb_u’o'ng 3: Cac phwong phap phong tranh va phuc
Oi

— 3.1. Céac phwong thirc phong tranh

+ 3.1.1. Phong tranh mirc vat ly

+ 3.1.2. Phong tranh mirc hé didu hanh va mang

+ 3.1.3. Phong tranh mirc di¥ liéu

« 3.1.4. Phong tranh béng chinh sach va gido duc
— 3.2. Phong tranh béng ma hoéa

«+ 3.2.1. Cac khai niém lién quan dén ma hoa

+ 3.2.2. Thuat toan ma héa va cac trng dung

+ 3.2.3. C4c thuat toan ma héa déi xtrng

« 3.2.4. Cac thuat toan ma hoéa khong ddi xirng
— 3.3. Mot sb bién phap phuc hbi

« 3.3.1. Bién phap phuc hdi di liéu vén ban

+ 3.3.2. Bién phap phuc hdi di¥ liéu phi van ban

« 3.3.3. Bién phap phuc hdi hé théng
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3. Noi dung hoc phan (tttt)

* Chwong 4: Ung dung an toan va bao mat thong tin
— 4.1. Sr dung cht¥ ky dién tt
* 4.1.1.Khai niém va hoat dong
« 4.1.2.0'ng dung trong ching thyc dién tor
— 4.2. Phat hién 16 hdng bao mat
+ 4.2.1. Phat hién 16 héng ca phan mém Gng dung
« 4.2.2. Phat hién 16 héng clia hé diéu hanh
— 4.3. St dung chirng thuc sb
« 4.3.1. S dung chirng thic ca nhan
* 4.3.2. Str dung chirng thyc doanh nghiép
— 4.4. An toan va bao mat trén cac phwong tién truyén théng
+ 4.4.1. Cac phuong tién truyén thong xa hoi
* 4.4.2. Nhirng nguy co’ va giai phap cho nguwoi ding
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) ~ Chuongl:
TONG QUAN VE AN TOAN BAO MAT THONG TIN

+ Khai niém chung vé& an toan va bao mat thong tin
— An toan va bao mat théng tin
— Vai tro clia an toan va bao mat thong tin
— Nguy co va phan loai cac nguy co
— Phéng tranh va phuc hdi théng tin
+ Muc tiéu va yéu cau clia an toan va bao mat thong tin
— Muc tiéu
— Yéu cau va quy trinh chung
— M6 hinh an toan va chinh sach bao mat
+ Chinh sach phap luat cia nha nuéc
— Luéat, nghj dinh vé ATBM thong tin & Viét Nam
— Luat va chinh sach vé ATBM théng tin quéc té
— Binh huéng phat trién vé ATBM thong tin clia Viet Nam
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Bai giang: An toan bao mat thong tin

Dat van dé

- Nhitng co hdi trong
ky nguyén s8?

- Nhitng thach thac
V@i t6 chirc, doanh
nghiép?

- Nhitng v8n dé datra
V@i con nguoi?
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~ Chuong 1:
TONG QUAN VE AN TOAN BAO MAT THONG TIN
Khai niém chung vé an toan va bdo mat thong tin

— An toan va bdo mat théng tin

— Vai tro cla an toan va bao mat thong tin
— Nguy co’ va phan loai cac nguy co

— Phong tranh va phuc hdi théng tin
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Chuong 1: TONG QUAN VE AN TOAN BAO MAT THONG TIN
Khéi niém vé an toan va bao mat théng tin

* Khai niém ATTT
— ATTT la gi?
— BaomatTT la gi?
* Vidu
— Hoéng héc may tinh
— Sao chép di¥ liéu trai
phép
— Gia mao
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Chuong 1: TONG QUAN VE AN TOAN BAO MAT THONG TIN
Khai niém HTTT an toan

* Khai niém HTTT An toan
— Dam bao an toan thong
tin
— Pam bao hé théng cé
kha néng hoat dong lién

tuc e § i A
— Bam bao kha nang phuc
hoi
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Chuong 1: TONG QUAN VE AN TOAN BAO MAT THONG TIN
B3o mat hé théng théng tin

+ Bao mat hé théng 1a S
gi? |Confidentiality |
— Dam bao tinh bi mat :lm-nulum;‘w
— Dam bao tinh toan ven |

— Pam bao tinh sén y b
sang A

- Bao mat HTTT la gi? o \

— Céc cong cu? |' Integrity | Availability '|
A hiA o ; ;
Céc blerj phap £ Ll nf:'l:h:“b
— Thuc hién nhw thé Eh e wnoen o
nao? Lo
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Chuong 1: TONG QUAN VE AN TOAN BAO MAT THONG TIN
Cac vung can dam bao an toan théng tin trong HTTT

— Vung nguwoi dung (User domain)

— Vung may tram (Workstation domain)

— Vuang mang LAN (LAN domain)

— Vung LAN-to-WAN (LAN-to-WAN domain)

— Vung WAN (WAN domain)

— Vung truy nhap tir xa (Remote Access domain)

— Vung hé théng/trng dung (Systems/Applications
domain)
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Bai giang: An toan bao mat thong tin

Chuwong 1: TONG QUAN VE AN TOAN BAO MAT THONG TIN
Cac vung can dam bao an toan théng tin trong HTTT
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Chuong 1: TONG QUAN VE AN TOAN BAO MAT THONG TIN
Vai trd cla an toan va bao méat théng tin

Vi sao ATBM TT cé vai trd quan trong ?
 Gia tri ctia thong tin?

« Loi thé canh tranh cta té chirc ?

Uy tin thwong hiéu va sy phat trién?
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Chuong 1: TONG QUAN VE AN TOAN BAO MAT THONG TIN
Nguy co mat an toan va bao méat théng tin

* Nguy co va phan loai cac nguy co
—Nguy co la gi?
— Phan loai cac nguy co
* Ngau nhién
« Co cht dinh
— Nguyén nhan?
— Xu huwéng?
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Chuong 1: TONG QUAN VE AN TOAN BAO MAT THONG TIN
Nguy co mat an toan va bao mat théng tin

Vi du cdc nguy co dugc xem xét trong hé théng tir
https://www.complianceforge.com (2016)

i
.
]
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Chuong 1: TONG QUAN VE AN TOAN BAO MAT THONG TIN
Nguy co mat an toan va bdo mat théng tin

* Nguy co trong DN hién nay:
—Tir cac yéu té ky thuat ?
— Do lap ké& hoach, trién khai, thuc thi, van hanh ?
— Do quy trinh, chinh sach an ninh bao mat ?
— Do yéu té ngudi ?
— Do ha tAng CNTT? Ha tang truyén thong?
— Do thdm hoa ttr thién nhién hodc con nguoi
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Chuong 1: TONG QUAN VE AN TOAN BAO MAT THONG TIN
Khai niém chung vé& an toan va bao mat thong tin

+ Théng ké 09/2014 cua http://www.edelman.com

Financial information 90%
Personal information

Emails

Health information

Frequentpurchase / shopping data
Content posted by you to social networks
Content posted by others to social networks

Browsing activity
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Bai giang: An toan bao mat thong tin

Chuong 1: TONG QUAN VE AN TOAN BAO MAT THONG
TIN
Khai niém chung vé an toan va bao mat théng tin

Amount of monetary damage caused by reported cyber crime to the €3 fram
2001 to 201% (In million U.S. dollars)

- US Internet Crime Complaint Centre I
i s B8
_—--..lIIIIII
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Chwong 1: TONG QUAN VE AN TOAN BAO MAT THONG TIN
Khéi niém chung vé an toan va bao mat théng tin

» Phong tranh la gi?

— Khai niém

— Bién phap thyc hién
* Ky thuat
+ Phi k¥ thuat

— Xu hwéng hién nay?
* V& k¥ thuat
+ V& chinh s&ch va con nguoi?
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Chuong 1: TONG QUAN VE AN TOAN BAO MAT THONG TIN
Khai niém chung vé an toan va bao mat thong tin
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Chuong 1: TONG QUAN VE AN TOAN BAO MAT THONG TIN
Khéi niém chung vé an toan va bao mat théng tin
Cyber Attack Countermeasures at Ministry of Defanse & SDF
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Chuong 1: TONG QUAN VE AN TOAN BAO MAT THONG TIN
Khai niém chung vé an toan va bao mat théng tin

Introducing the Symantec / DIT
ForeScout Unified Cyber

Secu; Solutlon (UCsSS)

V/Symantec rormeeor
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Chuong 1: TONG QUAN VE AN TOAN BAO MAT THONG TIN
Khai niém chung vé an toan va bao méat théng tin
« Khac phuc
— Khéc phuc la gi?
— Vi sao can khac phuc?
— Nguyeén tac chung dé khac phuc?
— Céc bién phap ky thuat?
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Bai giang: An toan bao mat thong tin

Chuong 1: TONG QUAN VE AN TOAN BAO MAT THONG TIN
Muc tiéu va yéu cau clia an toan bao mét théng tin
e Muc tiéu cta ATBM TT
— Phat hién cac nguy co
— Nghién ctru cac bién phap ngan chan
— Nghién ctvu va cai dat cac bién phap phuc hdi
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Chwong 1: TONG QUAN VE AN TOAN BAO MAT THONG TIN
Muc tiéu va yéu cau cla an toan bao mat théng tin

Yéu ciu:

Mrc tb chire ?
Mtrc ca nhan ?
Murc vat ly ?

Phan cirng ?
Phan mém ?

Hé théng mang ?
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Chuong 1: TONG QUAN VE AN TOAN BAO MAT THONG TIN
Muc tiéu va yéu cau clia an toan bado méat thong tin

e Dam bdo HTTT ludn dwoc bdo mat
— Phat hién vi pham tinh bi mat?
— Phat hién vi pham tinh toan ven?
— Phat hién vi pham tinh s&n sang?
— Phat hién cac gian lan trong giao dich?
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Chuong 1: TONG QUAN VE AN TOAN BAO MAT THONG TIN
Muc tiéu va yéu cau cla an toan bao mat thong tin

Quy trinh chung d&@m bao an toan hé théng

Xac dinh
Panh gia
| Lwa chon

giai phap
| Giam sat
rdi ro
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Chuong 1: TONG QUAN VE AN TOAN BAO MAT THONG TIN
Muc tiéu va yéu cau clia an toan bao mat thong tin

* M6 hinh bdo mat theo
chiéu sau
— Tw ngoai vao trong
— Tl mtc thdp dén murc J
cao
— T mic téng quat dén
chi tiét
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Chuong 1: TONG QUAN VE AN TOAN BAO MAT THONG TIN
Muc tiéu va yéu cau cua an toan bao mat théng tin

e Cac muirc bao vé
trong m6 hinh theo
chiéu sau

— Cac bién phap?

- Ky thuat?

— Phuwong phap thuwe
hién?

— Chinh séch cla tb
chrc?

Defense in Depth Layers
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Chuwong 1: TONG QUAN VE AN TOAN BAO MAT THONG TIN
Muc tiéu va yéu cau cla an toan bao mat théng tin

/ Bén th ba dang tin \

Chuyén déi Chuyén déi
lién quan Kénh lién quan
dén an toan thong tin dén an toan

Bé&n nhan

o
@
S
)
5
S
<
=

Thong bao an toan
Théng bao an toan
Thoéng bao

Thoéng tin Thong tin
bi mat bi mét

M5 hinh an toan trong truyén théng tin
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Bai giang: An toan bao mat thong tin
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Chuong 1: TONG QUAN VE AN TOAN BAO MAT THONG TIN
Muc tiéu va yéu cau cla an toan bao méat théng tin

 Chinh sach bao mat theo l&p

— L&p an ninh co quan/td chire (Plant Security)
« Lop bao vé vat ly
+ Lop chinh sach & tha tuc dam bao ATTT

— L&p an ninh mang (Network Security)
« Lép an ninh cho tirng thanh phan mang
« Twong Itra, mang riéng ao (VPN)

— L&p an ninh hé théng (System Security)
« L&p tang cwdng an ninh hé théng
« Lép quan tri tai khodn va phan quyén nguwdi ding
« L&p quan ly cac ban va va cap nhat phan mém
« L&p phat hign va ngan chan phan mém déc hai.
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Chuong 1: TONG QUAN VE AN TOAN BAO MAT THONG TIN
Chinh sach phép luat cia nha nudc vé an toan bao mat thong tin

 Luat va nghj dinh v& ATBM TT & Viét Nam
— Luat sé: 012/2017/QH14: Stra d6i, bd sung mdt s6
diéu cla b luat hinh sy s6 100/2015/QH13
— Luat sb: 086/2015/QH13: ATTT Mang
— Luat sb: 104/2016/QH13: Tiép can théng tin
— Luat sb: 103/2016/QH13: Luat bao chi
— Luat sb: 051/2005/QH11: Luat giao dich dién tc
— Luat sb: 041/2009/QH12: Luat vién théng
- Iagét s6: 059/2010/QH12: Luat bao vé ngudi tiéu
ung
— Luat sb: 005/2011/QH13: Luat co yéu
— Luat sb: 016/2012/QH13: Luat quang cao
— Luat sb: 067/2006/QH11: Luat Céng nghé théng tin
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Cac théng tw
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Chuong 1: TONG QUAN VE AN TOAN BAO MAT THONG TIN
Chinh séch phdp luat ciia nha nudc vé an toan bao méat théng tin

e Tham khao ttr: http://www.right2info.org

— Principles on National Security and the Right to
Information (Cac nguyén tac cho an ninh quéc gia va
quyén théng tin)

— Céc nguyén tac nay da dwoc phat trién nhdm huong
dan nhitng nguwodi tham gia soan thao, stva ddi hodc
thue thi luat phap hodc cac didu khoan lién quan dén
thdm quyén cla chinh ph @& gitv lai thdng tin dam
bao an ninh qudc gia hodc dé trirng phat viéc tiét 10
thong tin clia cac td chirc, ca nhan
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Chuong 1: TONG QUAN VE AN TOAN BAO MAT THONG TIN
Chinh séch phdp luat ciia nha nudc vé an toan bao méat théng tin

» PART I: GENERAL PRINCIPLES

— Principle 1: Right to Information
— Principle 2: Application of these Principles

— Principle 3: Requirements for Restricting the Right to
Information on National Security Grounds

— Principle 3: Requirements for Restricting the Right to
Information on National Security Grounds

— Principle 5: No Exemption for Any Public Authority

— Principle 6: Access to Information by Oversight Bodies
— Principle 7: Resources

— Principle 8: States of Emergency
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Bai giang: An toan bao mat thong tin
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Chuong 1: TONG QUAN VE AN TOAN BAO MAT THONG TIN
Chinh sach phép luat ciia nha nudc vé an toan bao mat théng tin
+ PART IIl: INFORMATION THAT MAY BE WITH HELD ON NATIONAL

SECURITY GROUNDS, AND INFORMATION THAT SHOULD BE

DISCLOSED

— Principle 9: Information That Legitimately May Be

Withheld

— Principle 10: Categories of Information with a High
Presumption or Overriding Interest in Favour of
Disclosure

« A. Violations of International Human Rights and Humanitarian
Law

« B. Safeguards for the Right to Liberty and Security of Person,
the Prevention of Torture and Other lll-treatment, and the Right to
Life

+ C. Structures and Powers of Government

+ D. Decisions to Use Military Force or Acquire Weapons of Mass
Destruction

o i
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Chuong 1: TONG QUAN VE AN TOAN BAO MAT THONG TIN
Chinh sach phép luat cia nha nudc vé an toan bao mat théng tin

» PART llIA: RULES REGARDING LASSIFICATION
AND DECLASSIFICATION OF INFORMATION

— Principle 11: Duty to State Reasons for Classifying
Information

— Principle 12: Public Access to Classification Rules
— Principle 13: Authority to Classify

— Principle 14: Facilitating Internal Challenges to
Classification

— Principle 15: Duty to Preserve, Manage, and Maintain
National Security Information

— Principle 16: Time Limits for Period of Classification
— Principle 17: Declassification Procedures
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Chuong 1: TONG QUAN VE AN TOAN BAO MAT THONG TIN
Chinh sach phép luat ciia nha nudc vé an toan bao mat théng tin
« PART IlIB: RULES REGARDING HANDLING OF

REQUESTS FOR INFORMATION

— Principle 18: Duty to Consider Request Even if Information Has
Been Classified

— Principle 19: Duty to Confirm or Deny

— Principle 20: Duty to State Reasons for Denial in Writing

— Principle 21: Duty to Recover or Reconstruct Missing Information
— Principle 22: Duty to Disclose Parts of Documents

— Principle 23: Duty to Identify Information Withheld

— Principle 24: Duty to Provide Information in Available Formats

— Principle 25: Time Limits for Responding to Information Requests
— Principle 26: Right to Review of Decision Withholding Information
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Chuong 1: TONG QUAN VE AN TOAN BAO MAT THONG TIN
Chinh sach phap luat cla nha nuwéc vé an toan bao mat théng tin

« PART IV: JUDICIAL ASPECTS OF NATIONAL
SECURITY AND RIGHT TO INFORMATION
— Principle 27: General Judicial Oversight Principle
— Principle 28: Public Access to Judicial Processes

— Principle 29: Party Access to Information in Criminal
Proceedings

— Principle 30: Party Access to Information in Civil Cases
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Chuong 1: TONG QUAN VE AN TOAN BAO MAT THONG TIN
Chinh sach phap luat cia nha nudc vé an toan bao mat théng tin
* PART V: BODIES THAT OVERSEE THE SECURITY
SECTOR
— Principle 31: Establishment of Independent Oversight Bodies

— Principle 32: Unrestricted Access to Information Necessary for
Fulfillment of Mandate

— Principle 33: Powers and Resources and Procedures Necessary to
Ensure Access to Information

— Principle 34: Transparency of Independent Oversight Bodies

— Principle 35: Measures to Protect Information Handled by Security
Sector Oversight Bodies

— Principle 36: Authority of the Legislature to Make Information Public
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Bai giang: An toan bao mat thong tin

Chuong 1: TONG QUAN VE AN TOAN BAO MAT THONG TIN
Chinh sach phép luat cia nha nudc vé an toan bao mat théng tin
* PART VI: PUBLIC INTEREST DISCLOSURE BY

PUBLIC PERSONNEL

— Principle 37: Categories of Wrongdoing

— Principle 38: Grounds, Motivation, and Proof for
Disclosures of Information Showing Wrongdoing

— Principle 39: Procedures for Making and Responding to
Protected Disclosures Internally or to Oversight Bodies

— Principle 40: Protection of Public Disclosures

— Principle 41: Protection against Retaliation for Making
Disclosures of Information Showing Wrongdoing

— Principle 42: Encouraging and Facilitating Protected
Disclosures

— Principle 43: Public Interest Defence for Public Personnel
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Chuong 1: TONG QUAN VE AN TOAN BAO MAT THONG TIN
Chinh sach phép luat cia nha nudc vé an toan bao mat théng tin

PART VII: LIMITS ON MEASURES TO SANCTION OR
RESTRAIN THE DISCLOSURE OF INFORMATION TO
THE PUBLIC

— Principle 44: Protection against Penalties for Good Faith,
Reasonable Disclosure by Information Officers

— Principle 45: Penalties for Destruction of, or Refusal to Disclose,
Information

— Principle 46: Limitations on Criminal Penalties for the Disclosure
of Information by Public Personnel

— Principle 47: Protection against Sanctions for the Possession
and Dissemination of Classified Information by Persons Who
Are Not Public Personnel

— Principle 48: Protection of Sources

— Principle 49: Prior Restraint
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Chuong 1: TONG QUAN VE AN TOAN BAO MAT THONG TIN
Chinh sach phép luat cia nha nudc vé an toan bao mat théng tin

» PART VIIl: CONCLUDING PRINCIPLES

— Principle 50: Relation of These Principles to
Other Standards

* ANNEX A: PARTNER ORGANIZATIONS
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Chuong 1: TONG QUAN VE AN TOAN BAO MAT THONG TIN
Chinh sach phép luat cia nha nudc vé an toan bao mat théng tin

+ Dinh hwéng vé phat trién ATBM TT cla Viét Nam

— ATTTs 1a mét tru cot dé phat trién CNTT, CPDT...

— ATTTs la mot bd phan cia QPANQG

— ATTTs la mét nganh kinh t& cong nghiép, dich vu cong
nghé cao

— ATTTs la mét linh virc ddc thu wu tién san pham, tb chirc
nodi dia

— ATTTs l& mét linh virc néng trong ddi ngoai

— ATTTs la sw nghiép cla toan xa hoi
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Két thuc chuwong |

« Trinh bay céc khai niém v& an toan théng tin ? bado mat hé théng
théng tin?

« Néu va phan tich vai trd cia ATBM TT trong DN?

« Nguy co la gi? Trinh bay céc loai nguy co matATTT ?

« Céc nguy co tan céng vao HTTT ctia DN ?

* Muc tiéu cua an toan bao mat thong tin?

« Céc yéu cau an toan va bao mat thong tin?

« Phan tich quy trinh chung dam bao ATBM TT ?

« Trinh bay va phan tich mé hinh truyén théng tin an toan?

« Chinh sach va phap luat Viét Nam v&i ATBM TT?

«  Chinh séach va phap luat quéc té trong dam bao ATTT?

* Dinh hwéng phat trién ATTT cla Viét Nam?

+ Visao ATTT va BM hé théng thong tin Ia khong thé thiéu trong thoi
dai cong nghé s6?
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TNUong 2.
Cac hinh thirc tan céng va rui ro cia hé

- 2.1.Téng quan vé tan céxpr%mglg théng tin
« 2.1.1. Khai niém tan cong va phan loai
« 2.1.2. Mét sé phuong thire tAn cong thu dong
+ 2.1.3. Mot s6 phuong thirc tan cong chi dong
2.2. RUi ro va danh gia rii ro cho hé thdng thong tin
«+ 2.2.1. Khai niém rti ro ctia hé théng
* 2.2.2. Xac dinh rdi ro va danh gia
« 2.2.3. Céc chién lugc va phwong thire kiém soat rli ro
— 2.2. Céc hinh thirc tAn cong vao HTTT DN & Viét Nam hién nay
+ 2.2.1.T6i pham cong nghé cao & Viét Nam
+ 2.2.2. Cac méi de doa dbi voi HTTT doanh nghiép
+ 2.2.3. Cac kiéu tAn cong vao HTTT doanh nghiép
— 2.3. Nhi*ng xu hwéng tan cong trong tuong lai
+ 2.3.1. Xu hwong tAn cong bang ky thuat
« 2.3.2. Xu hwéng tan cong phi ky thuat
+ 2.3.3. Xu hwéng tan tir cac phwong tién truyén théng xa hoi
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Bai giang: An toan bao mat thong tin

Chuwong 2:
Cac hinh thirc tAn cong va rii ro cla hé thdng
Tbng quan vé tan cong hé théng théng tin
« Khainiém
¢ Phan loai

— De doa (Threat)
— LA héng (Vulnerability)
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Chuong 2:
Cac hinh thirc tAn cong va rii ro cia hé thdng
Tbng quan vé tan cong hé théng théng tin
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Chwong 2:
Céc hinh thirc tAn cong va ri ro cla hé thdng
Tbng quan vé tan cong hé théng théng tin

s R &
rcs | ompoms o [ sotwars | omposesof [ program feomeosmaot N composetet [\
jcompanant | wersion

Vulnarabilty
Cu - 2l
analyst
% Exploit
Avtifact

anakyst
« Programmer: I3p trinh vién
* System integrator: nhén vién tich hop hé théng
* System administrator: nhan vién quan trj hé théng

Source code: mé ngudn

« Software component: thanh phan phan mém
« Program version: phién ban chuwong trinh
« Systems: cac hé théng

* Networks: cdc mang

« Security flaw: khiém khuyét an ninh

« Vulnerability: 1 hdng an ninh ninh
« Exploit: khai thac 18 héng an ninh  B6 mon CNTT - Khog KitifactiaRafyst:fiHah vien phan tich hién vat. 56

« Network administrator: nhan vién quan tri mang
« Security analyst: nhan vién phan tich an ninh
« Vulnerability analyst: nhan vién phan tich I8 héng an

Chuwong 2:
Céac hinh thirc tan cong va ri ro ctia hé thong
Tong quan veé tan céng hé thong thong tin

Stages of Advanced Attack

§ " @) 0m 3

7 budc co ban cia mét cude tan cong hién nay

1 I I..l_
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Chuong 2:
Céc hinh thirc tan cdng va rui ro cla hé théng
Téng quan Ve tan cdng hé théng thdng tin

= Kjch ban 1 [
= Thu thap théng tin Reconndssatios Track
= Thu thap cac théng tin xa hon
= Tén cong 2 LD

= Xam nhap thanh cong

= Vui vé va bé ich gy can
= Ba kiéu phd bién

= Thu thap thong tin

= Khai thac 16 hong

= Tén cong tir chdi dich vu (Dos)

Tham do

Tim hiéu va quét hé théng

. Chiém quyén

Duy tri diéu khién, khai thac
X6a ddu vét va két thic

Ll ol o
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~ Chuong 2: )
Cac hinh thirc tan cong va rai ro cua hé thong
Tong quan vé tan cong hé thong théng tin
« T4n cong thu dong
— Khai niém
- Dac diém
— Cac phuong thire thye hién
—Ngan chan
— Méi trrong
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Bai giang: An toan bao mat thong tin

~ Chuong 2: )
Cac hinh thtre tan cong va rui ro cta hé thong
Tbng quan vé tan cong hé théng théng tin

) &

Alice

) Reboass of message cossmts

Nghe trom dudrng truyén
D liéu truyén tir Bob -> Alice , Darth nghe trém duoc nhung khong thay déi dir
liéu
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Chuong 2:
Cac hinh thirc tAn cong va rii ro cia hé thdng
Tbng quan vé tan cong hé théng théng tin

Phan tich lwu lwgng

D{t liéu truyén tir Bob -> Alice (D@t liéu da ma héa), Darth 1dy dugc dit liéu
nhuwng khéng hiéu -> phan tich ludng thong tin dé phan doan
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~ Chuong 2: )
C4ac hinh thtre tan cong va rui ro cia hé thong
Téng quan vé tan cong hé théng théng tin

[Ty

~ Chuong 2: ]
Céc’hinh thirc tan cong va rai ro cua hé thong
Tong quan vé tan cong hé thong thong tin
« Tén cong chd dong
— Khai niém
—Déc diém
— Céc phuong thirc thye hién
—Ngan chan
— Mbi treong
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P e
S
- Mang LAN - Mang khong day (Wireless LAN)
B mon CNTT - Khoa HTTT Kinh té & TMDT 62
Chuwong 2:

Céc hinh thirc tan cong va rli ro ctia hé thong
Tong quan veé tan céng hé thong théng tin

Gia mao

Darth gid mao thdng diép cta Bob roi glti cho Alice, Chi ép
dung v&i mang bao mat kém, khéng c6 ma hoa hay xac thuc
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~ Chuong 2: )
Cac hinh thtre tan cong va rui ro cta hé thong
Tbng quan vé tan cong hé théng théng tin

Thay déi théng diép

Théng diép tir Bob bj Darth chan lai, stra d6i roi méi gii lai cho Alice
=> Alice khéng biét thong diép d3 bj sira d6i

BO mon CNTT - Khoa HTTT Kinh té & TMB'

_ Chuong 2: )
Céc hinh thirc tan cong va rli ro clia hé thong
Tong quan vé tan cong hé théng thong tin

Tan cong lam tré

Darth 18y duogc 1 géi tin tir Bob, doi 1 thoi gian nao d6 réi gl
lai cho Alice
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Bai giang: An toan bao mat thong tin
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Chuwong 2:
Cac hinh thirc tAn cong va rii ro cia hé thdng
Tdng quan vé tan cong hé thdng théng tin

« Mot sb cong cu va ky thuat hé tro tan
cbng:
— Co6ng cu quét 16 hdng (Vulnerability scanners)
— Cbdng cu quét cdng dich vy (Port scanners)
— CoOng cu nghe Ién (Sniffers)
— Cong cu ghi phim gd (Keyloggers)
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) Chuwong 2: )
Cac hinh thire tan cong va rdi ro cua hé thong
Tong quan veé tan céng hé thong théng tin
+ Tén cong DoS
— Khai niém
- Dac diém
— Phéan loai
— Phong tranh
—Khéc phuc

Bo mon CNTT - Khoa HTTT Kinh té & TMDT

DoS

 Hang loat Client gtri
request dén Server -:@ @
+ Server khong reply
S

dwoc do nghén dwong amazoncom

truyén _ -
+ =>DoS cb dién @ @

4o
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DDoS

- K& t&n cong tim céch chiém Arshiteature sf n G0oS Atiaak

dung va diéu khién nhigéu may .

tinh hodc mang may tinh "-\,_‘IT““_E'E,»;

trung gian i

=T nhiéu noi d6ng loat glri [ Handler I [ Handiee i

30 at cac gai tin v&i s6 luvgng

rdtlon [j
= Muc dich chiém dung tai E ll ” ][ t ]
nguyén, Iam qua tai dudng
truyén clia mdt muyc tiéu xac
dinh nao dé.
\chTIM
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RDoS

- Attacker => chiém quyén diéu

khién cac Master B Ansckor

+ Céac Master => chiém quyén didu =
khién céc Slave => cac Master sé&
yéu cau Slave glri cac géi tin =>
cac Reflector

- Céc goi tin khdng co dia chi may
gWi chi co dia chi may nhan.

- Reflector nhan cac goi tin => tra
161 theo dia chi trong gdi tin => vo
tinh tré thanh ké trung gian tiép
tay => t&n cdng tir chdi dich vu
vao Victim

BO mon CNTT - Khoa HTTT Kinh té & TMB'

Tom tat cac kiéu DDoS

Tincéng DDoS

' 1
Siz dyng hét bing théng Sir dung hét ti nguyén
——
Trén bang théng Khuéch dai giao Khai thic 16 hing Cic goi tin kh
J tiép trén cac Protocol J hidu J
' il

Bo mon CNTT - Khoa HTTT Kinh & & TMDT
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Chuwong 2:
Céc hinh thirc tan cong va ri ro ctia hé thong
Tdng quan vé tan cong hé thdng théng tin

« Céc kiéu tn cdng phd bién hién nay
— Tén cong bang ma doc
— Tén cong vao cac loai mat khau
— Tén cong tlr chéi dich vu
— Tén cong gia mao dia chi, nghe trom
— T&n cdng kiéu phat lai va ngwoi ding gitra
— Tén cong bang bom thw va thw rac
— Tén cong st dung clra hau Trojan
— Té4n céng kiéu Social Engineering
— Tén cong phising, pharming

CAC NGUY CO TRONG HE THONG |__§

Bo mdn CNT \_l?@ ﬂl”@b\

BO mon CNTT - Khoa HTTT Kinh té &

~ Chuwong 2: ]
Cac hinh thtrc tan cong va rdi ro ciia hé thong
Tong quan veé tan céng hé thong thong tin

Ban dd lay nhiém ma doc va virus trén thé
giGi quy 11I/2016
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Chuong 2: Cac hinh thirc tAn cong va rui ro cla hé théng
RUi ro va danh gid rui ro cho HTTT (1SO 27001:2013)
TCVN ISO/IEC XXXX:2012

Viét Nam trén ban dd tAn cong nam 08/2017

CYRERTHAEAT REAL

» Khai niém
» Cac mirc d6 anh hwéng
— Mtrc thap
— Mtrc trung binh
— Mc cao
— Mtrc cuec cao
« Nhan dién rti ro

BO mon CNTT - Khoa HTTT Kinh té & TMB' 39 mon CNTT - Khoa HTTT Kinh té & TMDT

Bai giang: An toan bao mat thong tin 13



BO m6n CNTT - Khoa HTTT Kinh té & TMDT

Chuwong 2: Céc hinh thirc tAn cong va rii ro cha hé théng
RUi ro va danh gia rai ro cho HTTT (ISO 27001:2013)
TCVN ISO/IEC XXXX:2012

« CAu truc tieu chuan ISO/IEC 27001: 2013
gdm 07 diéu khoan chinh
— Piéu khodn 4 - Pham vi t& chirc
— Piéu khodn 5 - Lanh dao
— Diéu khoan 6 - Lap ké hoach
— Diéu khoan 7 - Hb tro
— Diéu khodn 8 - Van hanh hé théng
— Diéu khodn 9 - Danh gia hiéu nang hé théng
— Diéu khodn 10 - Céi tién hé théng theo nguyén
tac P-D-C-A (Plan — Do — Check — Action)
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Chuwong 2: Céc hinh thirc tAn céng va rdi ro cla hé théng
RUi ro va danh gia rdi ro cho HTTT (ISO 27001:2013)
TCVN ISO/IEC XXXX:2012

ISMS va quy trinh quan ly rui ro an toan thong tin (ISRM)

Quy trinh ISMS Quy trinh quan ly rti ro an toan thong tin

Thiét 1ap ngl canh

Dénh gia rdi ro

Phat trién ké hoach x& ly rdi ro
Chép nhan rli ro

Lap ké hoach

Thuc hién Trién khai k& hoach x& ly rdi ro

Kiém tra Lién tuc giam sat va soat xét rdi ro

Hanh dong Duy tri va cai tién QT quan Iy ri ro an toan théng tin
B mon CNTT - Khoa HTTT Kinh té & TMDT 80

Chuong 2: Céc hinh thirc tAn céng va rli ro cla hé théng
RUi ro va danh gia rdi ro cho HTTT (ISO 27001:2013)
TCVN ISO/IEC XXXX:2012

» Banh gia rai ro

— Nhan biét rti ro
« Xac dinh nguyé&n nhan, ngudn phat sinh rdi ro
« Céc tai san trong pham vi da dwoc thiét lap
«+ Cac mbi de doa, cac 16 hdng
« Cac bién phap, céc ké hoach trién khai x ly rdi ro
« Céac hau qua

— Phan tich rdi ro
« Phwong phap phan tich rdi ro
« Déanh gia cac hau qua
« Panh gia kha nang xay ra sw cb
« Xac dinh mtrc d6 rdi ro

— Uéc lwgng rdi ro
« DS cac ri ro cung véi cac mire do gia tri dwoc dinh rd va cac

tiéu chi woc lwgng rdi ro

« Céc tiéu chi wéc lwong rii ro va cac tiéu chi chap nhan rdi ro
Bo mén CNTT - Khoa HTTT Kinh té & TMDT 81

Chuwong 2: Céc hinh thirc tAn céng va rdi ro cla hé théng
Trién khai hé théng ISMS (1SO 27001:2013)

* Quy trinh trién khai ISMS & Viét Nam

— Buéc 1: Khao sat va lap ké hoach

— Buwdc 2: Xac dinh phwong phap quan ly rdi ro
ATTT

— Buwéc 3: Xay dwng hé théng dadm bao ATTT tai
don vi

— Buwéc 4: Trién khai ap dung

— Buwoc 5: Danh gid noi bo

BA mon CNTT - Khoa HTTT Kinh té & TMDT 82

Chwong 2:
Cac hinh thirc tAn cong va rii ro cta hé théng
Kiém soat rti ro cho HTTT (ISO 27001:2013)

Quibn by sy o
A b Dhéng tin
Tisin the
B mon CNF = Khoa HTTT Kinh té & TMD 83

Bai giang: An toan bao mat thong tin

Chuwong 2:
Cac hinh thirc tAn cong va rii ro cta hé théng
Céc hinh thirc tAn cong vao HTTT hién nay

Chisé ATTT qua cac nam

» 2014
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Chuong 2:
Cac hinh thirc tAn cong va rii ro cia hé thdng
Céc hinh thirc tAn cong vao HTTT hién nay
mNAm 2016 =Nam 2015
hIma i théng méy tah khéng ugc quin rée ISR 4.4
Vike i Iy chit ché ¢y i 14 g mang

Vige phin img nhank va chirih xhc khi xdy ra nhimg
vy thn cng may t

Wi cdp nhit kip théd nhimg cich thire tn céng

haay ihdreg bl dkbim yibu il xude hign
Vige chn thidt sp dyng nguyin the quin If rifre
(Risk Marageeent princples)

Vige xdc dinh chinh £4c mirs 6f U tén cia ATTT

trong twomg quan chung vér cis vin dé khic eda.

Wige ndng ea0 nhgn thire cho air dyng vh blo
orrirts

Sipthidu hibu bile vb ATTT trong th chire

Liinh dgo chua hé try ding mirc cdn thiét che ATTT
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) Chuong 2: )

Cac hinh thirc tan cong va rdi ro cua hé thong

Cac hinh thtre tan cdng vao HTTT hién nay

» T6i pham cong nghé cao & Viét Nam

— Khai niém

— Thwc trang

— Giai phap

— Xu hwéng
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Chuwong 2:
Cac hinh thirc tan céng va rui ro cta hé thdong

Cac hinh thirc tan céng vao HTTT hién nay

* Thyec trang & Viét Nam

— Theo bao céo clia VNCERT, trong ném 2015, don vi nay d&
ghi nhan dwoc 5.898 su o Ira dao (Phishing), 8.850 suw co
thay doi giao dién (Deface), 16.837 sy c6 ma doc (Malware)
da canh bao va khac phuc dwgc 3.885 sw co

— VNCERT ciing ghi nhan 1.451.997 lwot dia chi IP ca nudc
bi nhiem mé doc va nam trong cac mang Botnet trong dé
gwi canh bao gho 3.779 luot dia chi IP cua cac co quan nha
nuyoc; dieu phoi, yéu cau ngan chén 7.540 dia chi may chu
dieu khién mang Botnet va boc g& mé doc tai 1.200.000 dia
chi IP tai cac may bj nhiém thudc quan ly ctia cac doanh
nghiép ISP.

— VNCERT phéi hop véi cac tb chirc quéc té xt Iy va ngén
chan 200 website gid mao (gia mao giay phép do BO TT&TT
cap, gia mao webmail cua VNN, VDC, gia mao website
Ngan hang Nha nuéc...)
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~ Chuong 2: ]
Cac hinh thirc tan cong va rl],i ro cla hé thdong
Cac kieu tan cong hé thong thong tin

Vulnerability Distribation

n\‘|‘|‘|‘|||IIIII||IIIII|..--
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Chuwong 2:
C4c hinh thire tn cong va rai ro cta hé théng
Céc hinh thirc tAn cong vao HTTT hién nay

11 vemston. 1.07% [ oebvery ompanies. 0 3%
o p———
Ot games, 1.20%

Tedephons and Intermet service proviie, 4575

Basks. 27.13%

Sackal netwarking e, 11.54%

Glohal intemet pertais, 71.73% Bpay wyitemn, 11.55%
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Bai giang: An toan bao mat thong tin

Chuwong 2:
Cac hinh thirc tAn cong va rii ro cta hé théng
Céc xu hudng tAn cong bang ky thuat
— Tén cong bj dong (Passive attack)
— Tén cong rai rac (Distributed attack)
— T4n coéng Phishing
— T4n cdng céac hé thdng diéu phdi san bay (Hijack
attack)
— Tén cong khai thac (Exploit attack)
— Tén cong gay tran bd dém (Buffer overflow attack)
— T4n cong tr chéi dich vu ( Denial of service attack)
— Tén cong kiéu ngudi dirng gitra - Man-in-the-Middle
Attack
— Tén coéng pha ma khéa (Compromised-Key Attack)

BO mon CNTT - Khoa HTTT Kinh té & TMDT 90
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) Chuong 2: )
Cac hinh thirc tan cong va rai ro cua hé thong
Céc xu hudng tan céng phi ky thuat
— Tén cong bi dong (Passive attack)
— T4n cong dwa vao k§ nang xa hoi (Social
Engineering attack)
— Gid mao (Impersonation)
— Tén cong vao yéu t6 con ngudi

BO mon CNTT - Khoa HTTT Kinh té & TMDT 91

Chuwong 2:
Céac hinh thirc tan cong va rli ro ctia hé thong
Cac xu hwdng tan cong nam 2017

+ 1. M4 doc tong tién (ransomware).

* 2. Dya trén cac dich vu mang xa hoi

+ 3. Khai thac va tAn cong tlr cac thiét bj loT

+ 4. T4n cong vao hé théng ha tAng va co quan
clia chinh pha

+ 5. T4n cdng vao cac website

Bo mon CNTT - Khoa HTTT Kinh té & TMBT 93

Mét sb hudng bao mat clia nha cung cap dich vu

hién nay
ORACLE
K
SECURE THE SECURE THE SECURE THE SECURE THE
ACCESS CLOUD APPLICATIONS DATABASE
B mén CNTT - Khoa HTTT Kinh té & TMD’ 95

Bai giang: An toan bao mat thong tin

Chuwong 2:

Cac hinh thirc tan céng va rui ro clia hé thong
Xu huwéng tir cac phwong tién truyén théng xa hoi
* Phat tan ma déc
 Ltra dao
« Gia mao
+ Panh cép théng tin ca nhan
+ Béu xAu, vu khéng va lam hai dén uy tin cta ca

nhan va té chirc

BO mon CNTT - Khoa HTTT Kinh té & TMDT 92
Tham khao:
Mot s hwdng bao mat clia nha cung cap dich vu hién nay

Google's Approach to Security

Protect Protect Help make Hire top
user data user activities the Internet safer security talent
e o L i ."’r_-z_.'
wiglis i
“ @ 28 %1
; &
Bo mon CNTT - Khoa HTTT Kinh té & TMBT
Check point
We Will Focus on the 3 Main Risks
Threats to the Risky enterprise Data loss
organization applications incidents
63% 47% 54%
infected used had a
with bots anonymizers data loss avent
== Tt
B mén CNTT - Khoa HTTT Kinh té & TMDT 96
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HP

HP addresses three major capability weaknesses:

M4 O ©

Harden the attack surface  Improve risk remediation Proactively protect
infermation
Iderify, improve and reduce the  Turn infarmation to inteligance
vuinerabiity profle of erierprise  and mone quickdy see, find and Proactively find, undersiand
applications and systems stop Kngwn and unkngwn and protect sensitive information
threats Bcross the enterprse

ig]
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X&c thwe da nhan té trong HT Ibanking

OTP - One Time Password

thip OTP

O A R Lal

SMS OTP

Cau héi chuong 2

;I'ag cong la gi? Phan loai cac kiéu tAn cong vao hé théng théng
in?

Téan cong thu dong la gi? Dac diém va phwong thire thuc hign?
Téan cong chi dong la gi? Dac diém va phwong thire thuc hién?
RUi ro clia hé théng & gi? Trinh bay cach xac dinh va danh gia
rdi ro cGia HTTT theo chuén I1SO 27005:2013?

Cac buwérc trién khai hé théng ISMS & Viét Nam?

Céc hinh thirc tAn cong vao HTTT hién nay?

Vi sao cang ngay céc hinh thirc tAn cong cang tinh vi va khé
phat hién?

Céac xu hwéng tAn céng bang ky thuat?

Céac xu hwéng tan cdng phi ky thuat?

Nhuwng chlng cé nhitng nguy co clia cac ca nhan va tb chirc khi
tham gia str dung cac phwong tién truyén thong xa hdi?

Bo mon CNTT - Khoa HTTT Kinh té & TMBT 99

- @
FingerPrim
# Token OTP
FK1
BO mon CNTT - Khoa HTTT Kinh té & TMDT 98
Chuwong 3:

Cac phuong phap phong tranh va phuc hoi

— 3.1. Cac phwong thrc phong tranh

» 3.1.1. Phong tranh mc vat ly

+ 3.1.2. Phong tranh mrc hé didu hanh va mang

+ 3.1.3. Phong tranh mdrc di liéu

+ 3.1.4. Phong tranh béng chinh sach va gido duc
— 3.2. Phong tranh bing ma héa

+ 3.2.1. Céc khai niém lién quan dén ma héa

+ 3.2.2. Thuat todn ma hdéa va céac trng dung

+ 3.2.3. C4c thuat toan ma héa déi xtrng

+ 3.2.4. Céc thuat toan ma hoa khong déi xirng
— 3.3. Mét sé bién phap phuc hoi

+ 3.3.1. Bién phap phuc hdi di¥ liéu van ban

+ 3.3.2. Bién phap phuc hdi di liéu phi van ban

+ 3.3.3. Bién phap phuc hdi hé thén

BA mon CNTT - Khoa HTTT Kinh té & TMDT 100

Chuwong 3:
Céc phwong phap phong tranh va phuc hoéi
Quy trinh chung @& phong tranh va phuc hdi
Quy trinh chung
« Bwdce 1: Thanh 1ap bd phan chuyén trach
* Bwéc 2: Thu thap thong tin
+ Bwéc 3: Tham dinh tinh rdi ro cta hé théng
* Buwdc 4: Xay dwng gidi phap
* Buwdce 5: Thye hién va giao duc
+ Buwéc 6: Tiép tuc kiém tra, phan tich va thwe hién

BO mon CNTT - Khoa HTTT Kinh té & TMB' 101

Chwong 3:
Céc phuwong phap phong tranh va phuc héi

Tham dinh rdi ro ctia hé théng

Muys gu ki#m 308l rui 10— Phuong phap danh gig teiro <
JL MIEn bt che mine 04 bao mat, gid tri cia i ca che T san
y Rl ra vé 5
heibu i kan
Whirng .
agmyéu Céc
heanhy
Wi
cai
sobt tien
xirly fotial
e rul re
Cacmbi e, || "“:: -
den - =y tink i
b \ ven,
- %, tihsan i
Ty - g '
Tidu ¢hi ehdp nhdn nii ro
1--.Bo luémg, danh gia inh Rigu Iye céa cae phirong phap kiém soat
> NRan Biét nnemg ril ro can £t a1
B mén CNTT - Khoa HTTT Kinh té & TMDT 102

Bai giang: An toan bao mat thong tin
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Chuwong 3: }
Cac phuwong phap phong tranh va phuc hoi

Quy trinh hoat dong ctia hé théng bao mat

CONTROL
IMPLEMENTATION

CPERATIONALLZ
B THE PROCESES

BO mon CNTT - Khoa HTTT Kinh té & TMDT 103
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Chuwong 3: )
Cac phuwong phap phong tranh va phuc hoi

Chién lwgc chung khi thye hién

+ Gidi han quyén han téi thiéu (Least Privilege)

+ B&o vé theo chiéu sau (Defence In Depth)

+ Kiém soat cac nut thét (Choke Points)

+ Phat hién diém ndi yéu nhét (Weakest Link)

« Giai phap toan cuc (Global Integrated)

» St dung da dang bao vé (Diversified protection)

BO mon CNTT - Khoa HTTT Kinh té & TMDT 104

Chuwong 3: ]
Cac phuwong phap phong tranh va phuc hoi
Cac phuong thirc phong tranh

* Phong tranh mc vat ly
— Str dung hé thdng cac thiét bj vat ly
— Str dung céc thiét bi do tim va bao dong
— Cac bién phap vat ly théng dung

Bo mon CNTT - Khoa HTTT Kinh té & TMBT 105

Chuong 3: ]
Cac phwong phap phong tranh va phuc hoi
Cac phuwong thirc phong tranh vat ly

BA mon CNTT - Khoa HTTT Kinh té & TMDT 106

Chuwong 3:
Céc phwong phap phong tranh va phuc hoéi
Céc phuwong thire phong tranh

+ Phong tranh mirc hé diéu hanh va mang
— St dung Firewall
— S dung hé théng kiém tra xam nhap mang (IDS)
— S dung mang riéng ao (VPN)
— St dung phan mém Anti-Virus (AV)
— Bao mat dwong truyén
— Céc thé hé thé théng minh
— Kiém tra may chi va cac tng dung
— Kiém soat cac hé diéu hanh

BO mon CNTT - Khoa HTTT Kinh té & TMB' 107

Bai giang: An toan bao mat thong tin

Chwong 3:
Céc phuwong phap phong tranh va phuc héi
Cac phuong thire phong tranh

Figura 2. What typas of attacks did your businass axparience?
Nt B et chowt peamniva

Pihizahiins | sxind sygnensiog 5%

Denial of sarvices  I— 1%

Advancad mawara [ 7ain fey allacks  IEE—— 147

Malicinus insrar  EE— 133
Creas-sita gesisting Mm%
Ransomware il 2%

other | 1%

% 10% 20% Ak 0% 0% G0%

Jan 3, 2017 by Matt Mansfield In Technology Trends
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Chwong s:

Phong tranh mirc HDH va mang cta IBM

IDS/IPS.

BO mon CNTT - Khoa HTTT Kinh té & TMDT

Cac phuong phap phong tranh va phuc hoi

Info Security/Landscape
Desktop Transpart Network

109

8/7/2017

Chuwong 3: )
Cac phuwong phap phong tranh va phuc hoi

Cac phwong phap phong tranh: bao mat kénh truyén

So sanh EV, DV va OV qua cac trinh duyét

HTTR HTTFS DV & OV Certicates HTTPS EV Certficates

.
&
]

E1l = setrom e B B 1

EDGE mbeem B tunethewebicom ) T v 1 it com
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Chuong 3:

Cac phwong phap phong tranh: Hé théng IPS
IPS

Firewall fo
Internet

=

Company Employees

Bo mon CNTT - Khoa HTTT Kinh té & TMBT

Cac phuong phap phong tranh va phuc hoi

111

Chuong 3: ]
Cac phwong phap phong tranh va phuc hoi
Céc phwong phap phong tranh: Hé théng DMZ

De-Militarized Zone Server Farm

gy

Firewall NIDS

Bo mdDHWZ-Rartrersih ¢ & TMOT 112

Chwong 3:
Céc phuwong thire phong tranh

* Phong tranh mic div liéu
— Phan quyén ngudi dung
— St dung cac chwong trinh bao mat riéng
— St dung cac chwong trinh antivirus, anti
spyware
— Ma héa di¥ liéu

Bo moén CNTT - Khoa HTTT Kinh té & TMBT

Cac phwong phap phong tranh va phuc hdi

13

Bai giang: An toan bao mat thong tin

Chwong 3: ]
Cac phuwong phap phong tranh va phuc hoi

Phong tranh mirc div liéu: Quyén ngudi dung

BO mon CNTT - Khoa HTTT Kinh té & TMDT 114
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Chuong 3: }
Cac phuwong phap phong tranh va phuc hoi

Phong tranh bang chinh sach va gido duc

+ Bb sung va stra dbi cac luat, nghi dinh, théng tw

* Xay dyng chinh sach dam bao an toan thong tin
cho t0 chirc

« Tuyén truyén va gido duc

+ Nhéc nhé va thyc hién

BO mon CNTT - Khoa HTTT Kinh té & TMDT 15

Chuong 3: )
Cac phuwong phap phong tranh va phuc hoi
Phong tranh bang ma hoéa
* Khai niém ma hoéa
» Muc dich cta viéc ma hoa
* Quy trinh ma hoéa
+ Yng dung ctia ma hoa

Meetme at9am | | Encyplion | | Wofhe48& bv#sa7
(plaintext) {Algorithm) {ciphertext)
| Decryption |
(Algorithm) |

Ma hoa va gidi ma

Bo mon CNTT - Khoa HTTT Kinh té & TMDT 16

Chuong 3: ]
Cac phuwong phap phong tranh va phuc hoi

Phong tranh bang ma hoa

Bo mon CNTT - Khoa HTTT Kinh té & TMBT "7

Chuong 3:
Céc phuwong phap phong tranh va phuc hoéi

Céac thuat nglr trong ma hoa

Plaintext: Ban ré, ban géc, ndi dung thong diép gbc
Cipertext: Ban ma, ban mat, ban két qua sau khi ma héa
Encryption: Mat ma héa, ma hoa, qua trinh chuyén ban
rd thanh ban ma

Decryption: Giai ma, qua trinh bién d6i ban ma thanh
ban ro

Cryptosystem: Hé mé&, hé ma hoa

Cryptanalysis: Pha ma, qua trinh ¢ géng chuyén dbi
ban mat thanh ban rd ma khong cé khoa

Khéng gian khoa (Keyspace) : tdng s6 khoa c6 thé co
clia mot hé ma hoa

Ham bam (Hash function)

B mon CNTT - Khoa HTTT Kinh té & TMDT

Chuwong 3:
Cac phuwong phap phong tranh va phuc hoi
Céc yéu cau déi véi hé ma hoéa
* Yéu cau véi hé ma hoa
— (1) Tinh hén loan (Confusion):
— (2) Tinh khuéch tan (Diffusion):
— Nguyén ly Kerckhoff:

» “Tinh an toan ctia mét hé ma hoa khéng nén phuc thuéc vao
viéc gitr bi mat giai thugt ma hoa, ma chi nén phuc thuéc vao
viéc gitr bi mat khoa ma”.

* D6 an toan cia hé ma hoa
— An toan vo diéu kién
— An toan tinh toan
— Thuyec té thda mén hai diéu kién
+ Khéng c6 nhuoc diém
+ Khéa c6 qua nhiéu gia tri khong thé thir hét dwoc

BO mon CNTT - Khoa HTTT Kinh té & TMB' 19

Chuwong 3:
Cac phwong phap phong tranh va phuc hoi
Cac bién phap pha ma phd bién
* Pha ma la gi?
+ Cac bién phap pha ma phd bién
— Vét can
« Thir tht ca cac kha nang c6 thé c6 cla khoa
—Tham ma

« Dya trén cac 16 hdng va diém yéu cua giai thuat
ma héa

Bo mon CNTT - Khoa HTTT Kinh & & TMDT 120

Bai giang: An toan bao mat thong tin
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Chuwong 3: )
Cac phwong phap phong tranh va phuc hoi
Cac kieu ma hoa
+ M4 héa cb
+ Ma hoa khbi
+ Ma hoa ludng
+ Ma hoa dbi xirng
« Ma hoa khoéng dbi xirng
« Ma hoa két hop

BO mon CNTT - Khoa HTTT Kinh té & TMDT 121

Chuwong 3: )
Cac phwong phap phong tranh va phuc hoi
Ma héa déi xirng

+ Hé ma hoa dbi xu:ng

Chuong 3:
Cac phwong phap phong tranh va phuc hoi

M4 hoa dbi xirng : Cac hé ma hoa cb dién
+ Ma hoa thay thé
+ M4 héa dich chuyén
* Ma hda hoan vi
+ M4 héa khbi

Bo mon CNTT - Khoa HTTT Kinh té & TMBT 123

Secret Kw
F'Faln Plain
Clphsrta:d Clpharle:d Text
Intermediate
0L 1 i |
i Y
Sender Recipient
B6 mon CNTT - Khoa HTTT Kinh té & TMDT 122
Chuwong 3:

Céc phuong phap phong tranh va phuc héi

M4 hoa dbi xirng : Cac hé ma hoa cb dién

> Ma héa thay thé
o Viduy:
- Ban chir cai tiéng Anh,
+ Ban ma nhj phan,
-+ Banky twsd, ..
+ \&i bdng chir cai tigng Anh:
Kt chnmd |2 t e .d . .n ._i .z
Ky tir thay the I[ -L: I.\' I'J [ EARE IK II’ II. |
/oi thuat toan ma hoa nay, ta co:
‘Van ban goc: a Bad day
Van ban saukhima héa:  F GFT TFP

BA mon CNTT - Khoa HTTT Kinh té & TMDT 124

Chuwong 3:
Cac phuwong phap phong tranh va phuc hoi
M4 hoa déi xirng : Cac hé ma hoa cb dién
* Ma hoa Ceasar
— Nguyén tac: Dich chuyén xoay vong theo thir tw chiv cai
— Khoa k goi 1a buéc dich chuyén
— V&i m6i chir cai clia van ban
« Patp=0néuchircailaa p=1néuchircailab,...
* Mahoa: C =E(p)=(p +k) mod 26

BO mon CNTT - Khoa HTTT Kinh té & TMB' 125

Chuwong 3:
Cac phwong phap phong tranh va phuc hoi
M4 hoéa dbi xtrng : Cac hé méa hoa cb dién
* Ma hoéa nhan
— Nguyén tac: Dich chuyén xoay vong theo thir ty chir cai
— Khoa k goi la budc dich chuyén
— V&i m6i chir cai clia van ban
+ Patp =0néu chir cailaa, p=1néuchicailab,..
+ Mahoa: C = E(p) = (p*k) mod 26

BO mon CNTT - Khoa HTTT Kinh té & TMDT 126

Bai giang: An toan bao mat thong tin
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Chuwong 3:
Cac phuwong phap phong tranh va phuc hoi
Ma héa déi xtrng : Cac hé ma hoa cb dién
* Ma hoa Vigenére
— Nguyén tac: Dich chuyén xoay vong theo thir tw chir cai
— Kh6a D= Kiky...k, Ia khoa ciia hé ma hoa
— Véi mbi chiv céi clia van ban
« Patp=0néuchircailaa p=1néuchircailab,..
« Mahoa:C =E(p) = (p+i) mod 26 véi i la ki tw thir i trong khoa D
+ Nguyén tac ma hoa/ giai ma
— Cac ky tu ban rd viét thanh cac cot
— Céc ky tu khoa viét thanh cac hang
— Ban mé la cac ky tw ndm giao clia hang va cot

BO mon CNTT - Khoa HTTT Kinh té & TMB'
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Chuwong 3:
Cac phwong phap phong tranh va phuc hoi
Ma hoa doi xtrng : Cac hé ma hoa co dién
* Ma hoa khoa ty dong
— Cai tién tr Vigenére
— Gé&n khoéa D vao dau nguyén ban tao D’
— Ma hoéa theo Vigenére dwa trén khéa D’

Bo mon CNTT - Khoa HTTT Kinh té & TMDT 128

Chuong 3:
Cac phuwong phap phong tranh va phuc hoi
M4 hoa dbi xirng : Cac hé ma hoa cb dién
* Ma hoa hoan vj hang rao (Row fence)
* Nguyén tac:
— Viét cac ki tw trong nguyén ban P theo dwong chéo
trén k hang
— Viét lai cac ki tw trén tteng hang mét dé dwoc ban ma
— Viduy:
+ Nguyén ban : ATTACK AT MIDNIGHT
* Ma hoa véi d6 cao hang rao la k= 2
-A T C A M D I H
- T A K T I N G T
+ Ban ma : ATCAMDIHTAKTINGT
+ Giai ma: ATCAMDIH/TAKTINGT

Bo mon CNTT - Khoa HTTT Kinh té & TMBT

Chuwong 3:
Cac phuwong phap phong tranh va phuc hoi

M4 hoa dbi xirng : Cac hé ma hoa cb dién
« Ma hoéa hoan vi hang (Column fence)
 Nguyén tac:
— Viét cac ki ty trong nguyén ban P theo hang ngang trén k cot, k
la khéa
— Viét lai céc ki tw trén tirng cot theo thir tw xuét hién trong khoa k
— Vidu:
Nguyén ban: ATTACK POSTPONED UNTIL TWO AM
Khoa K= 4 312567
4
a
o

e d

5
c
o

Ocuvw~w
[ e
3~ToON
<—-s5xo
Nepo N

w

i

X
Ban ma: TTNAAPTMTSUOAODWCOIXKNLYPETZ
Giai ma: TTNA/APTM/TSUO/AODW/COIX/KNLY/PETZ

—
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Chuong 3:
Cac phuwong phap phong tranh va phuc hoi
M4 hoa déi xirng : Cac hé ma hoa cb dién
* Ma héa tich hop

— Cac hé ma hoda thay thé va hoan vj khéng an toan vi
nhirng dac diem ctia ngbén nglr

- Két hop s dung nhidu hé ma hoa sé khién
viéc pha ma khé hon

— La c4u ndi tlr cac hé ma hoa cd dién dén cac hé ma
hoéa hién dai

BO mon CNTT - Khoa HTTT Kinh té & TMB'

Bai giang: An toan bao mat thong tin

Chwong 3:
Céc phuwong phap phong tranh va phuc héi
Ma hoa dbi xirng hién dai
* Chia thanh 2 nhém

— M4 héa ludng (stream ciphers): Tiny RC4,
RC4, ...

— M4 héa khéi (block ciphers): DES, AES, Triple
DES

Bo mon CNTT - Khoa HTTT Kinh té & TMDT
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Chwong 3: )
Cac phuwong phap phong tranh va phuc hoi
Ma héa déi xtrng hién dai : RC4

key-stream
‘—N:'-“ 2b 64 b2 bé 1 59 4a 6 13 6b 05

k I\' uphe(.-ll 3 5 =
l l a3 48 08 de 49 81 2e& 25 1c 7f 0f 24
@
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Chuwong 3:
Cac phwong phap phong tranh va phuc hoi
Ma hoa doi xtrng hién dai
+ Ma hoa khéi
—Ma hoa cac khéi ki tw
— Chia theo co ché lay liiy thira cla 2
— Db dai cta khdi 1a do dai ctia don vi ma hoa
— Kich thuéc khéa 1a d6 dai ctia chudi dung dé
ma hoa

BO mon CNTT - Khoa HTTT Kinh té & TMDT 134

key-stream
—bc':: 2b 64 b2 b6 al 59 4a 6= 13 6b 05
plain-text =
B mén CNTT - Khoa HTTT Kinh té & TMBT 133
Chuwong 3:

Cac phuong phap phong tranh va phuc hoi

Ma hoéa dbi xirng : Ma héa khéi

Khéa | 000 | 001 | 010 | O11 | 100 | 101 | 110 | 111

0 001 | 111 | 110 | 000 | 100 | 010 | 101 | 011

001 | 110 | 111 | 100 | 011 | 010 | OOO | 101

001 | 000 | 100 | 101 | 110 | 111 | 010 | O11

100 | 101 | 110 | 111 | 000 | 0OO1 | 010 | O11

AW (N |

101 | 110 | 100 | 010 | 011 | OO1 | O11 | 111

- Chuédi plaintext: 010 100 110 111
=> S dung khoa 1 ta dwgc > 111 011 000 101
=> S dung khoa 4 ta dwoc - 100011 011 111

Bo mon CNTT - Khoa HTTT Kinh té & TMBT 135

Chuong 3: ]
Cac phwong phap phong tranh va phuc hoi
Ma hoa déi xtrng hién dai : DES

I3

| Pesmmine ko extrncs 36 biss |

LD 28 bat

LA bkt tight bulf

— I
Left duft Faght shut
cuculn cuculm

—| Compresson
K, Permutation
Select 16
4 bat sub-kevs

i D e Rapean o 13 more cmions
[y — (16 ool mcacons) usg + difhres

Ciphertext output
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Chuwong 3:
Céc phwong phap phong tranh va phuc hoéi
Hoat dong cia AES

Kouml 1

Rumsl

Rossd W

Bai giang: An toan bao mat thong tin

Chwong 3:
Céc phuwong phap phong tranh va phuc héi

Ma hoa khoéng déi xirng hién dai - Ma héa khoa cong khai

Nguwoi glri A
X

1 .
Ma hoa |_'_'_.| Giai ma '_R_'l Nguoi nhan B
y
ke !
\

- B sinh cép khoa : Khoda cong khai Kc va khoéa bi mat Kr
- B gWi Kc cho A va ai ciing c6 thé biét

- Adung Kc mé hda thdng diép va gtvi lai cho B

- B dung Kr dé giai ma thong diép ctia A
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Chuwong 3: }
Cac phuwong phap phong tranh va phuc hoi

Ma hoa khéng ddi xieng hién dai - Ma héa khoa cong khai

1 Original message 2 Recipient’s

public key
r

3 Message encrypted

Sender

T 4 A

5 Recipient’s my
——T private key
Recipient \ c P
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Chwong 3: )
Cac phwong phap phong tranh va phuc hoi
Ma héa khéa cong khai — M6 ta hoat dong

Input two prime

« Sinh khoa
* Ma hoéa
» Gidi ma

Input any
nurmber

No

L= (p=1)*ig=1}

v
I Plain text |4—‘;_‘:;,::‘lm private Cipher text
T »

Jsing d

Yes

Using e decryps
BO mon CNTT - Khoa HTTT Kinh e & TMDT 140

Chwong 3: )
Cac phwong phap phong tranh va phuc hoi

Mé hoa khong dbi xtrng hién dai - Ma hoa khoéa cong khai

% Thu tuc sinh khéa RSA:

* Tao 2 s nguyén té p va q;

= Tinhn=pxq

= Tinh ®(n) = (p-1) x (g-1)

» Chon sb e sao cho 0 <e <®(n)va ged(e, d(n)) =1

= Chon sé d sao cho d =e"" mod ®(n),

hoac (d x e) mod d(n) =1
(d Ia molulo nghich dao cla e)

++Ta co (n, e) la khoa cdng khai, (n, d) la khoa riéng.
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Chuong 3: ]
Cac phwong phap phong tranh va phuc hoi

Ma hoa khéng déi xieng hién dai - Ma héa khoa cong khai

< Thu tuc ma hdéa RSA:
= Théng diép m da duoc chuyén thanh s6, m<n
» Ban ma c=me®mod n
< Tha tuc giai ma RSA:
= Ban ma c, c<n
= Banrdm=c?modn

BA mon CNTT - Khoa HTTT Kinh té & TMDT 142

Chuwong 3:
Céc phwong phap phong tranh va phuc hoéi
Ma hoéa khoa cong khai — Cai dat
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Chwong 3:
Céc phuwong phap phong tranh va phuc héi
Ma hoa khéa cong khai — Vi du

+ Chon2sbngtd: p=17; q=11

* Tinhn=pgq=17 x 11 =187

* Tinh®(n)=(p-1)q-1)=16 x 10 = 160

+ Chone:gcd(e, 160)=1va1<e<160;ldye=7
+ Xac dinh d: de =1 mod 160 vad <187

* Giatrid=23vi23x7=161=1x160+1

+ Cong bd khéa cong khai KC = {7, 187}

« Gilr bi mat khoa riéng KR = {23, 187}

» Hay bé cac gia tri bimatp =17 vaq = 11
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Bai giang: An toan bao mat thong tin
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Chwong 3:

Cac phwong phap phong tranh va phuc hoi
Mot sb bién phap phuc héi

« Khai niém phuc hoi

« Tinh chét

+ Céc loai phuc hoi
— Phuc héi van ban
— Phuc héi cac di¥ liéu da phwong tién
— Phuc héi hé théng

BO mon CNTT - Khoa HTTT Kinh té & TMDT 145

Chwong 3:

Cac phwong phap phong tranh va phuc hoi
Mot sb bién phap phuc hdi

+ Nguyén t&c chung
— St dung cac chwong trinh backup
— S dung cac chuong trinh phuc héi

BO mon CNTT - Khoa HTTT Kinh té & TMDT 146

Chuwong 3: ]
Cac phuwong phap phong tranh va phuc hoi
Mot sb bién phap phuc héi

» Cac chwong trinh backup
— Backup ctia hé diéu hanh
— Backup ctia cac nha cung cap dich vu
— Hé théng tw backup ctia ca nhan va té chirc
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Chuong 3: ]
Cac phwong phap phong tranh va phuc hoi
Mbt sb bién phap phuc hdi — Backup on Cloud

Bn:kup Online

Vo bockup your Fles from your somputer
1o our datocenier T e _—-]

-
oo

CIATA CENTER
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Chuwong 3:
Céc phwong phap phong tranh va phuc hoéi
Mét s bién phap phuc hdi — Backup on Cloud

+ Cac chwong trinh phuc hdi
— Phuc hdi dir liéu
— Phyc héi di¥ liéu da phwong tién
— Phuc héi hé théng

BO mon CNTT - Khoa HTTT Kinh té & TMB' 149

Chuwong 3:
Cac phwong phap phong tranh va phuc hoi
Mat s6 bién phap phuc hdi — Phuc hdi div liéu da dang
« Hard drive, camera card,

USB, Zip, floppy disk, iPod
and other media

w_ WFIH - . E(Rptied from the Recycle
'E!“.....‘ Y i

« Accidental format, reinstalled
(I ReALES (St nas Windows.
! ==, » Hard disk crash
« Partitioning error

& - RAW hard drives
drrmite + Documents, photos, video
music, email.

* Recovers NTFS
AT(12/16/32), exFAT HFS,
HFS+
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Bai giang: An toan bao mat thong tin
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Chuwong 3: }
Cac phuwong phap phong tranh va phuc hoi

Mot sb bién phap phuc hdi — Phuc hdi div liéu van ban

+ Phuc héi di liéu van
phong
— Cac file tai liéu cé
trong b6 pm van
phong
— Word, excel, ppt,
access, Visio, ...
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Chuwong 3: ]
Cac phuwong phap phong tranh va phuc hoi
Mét s6 bién phap phuc héi — Phuc héi hé théng

« Cho phép truy cap vao may

tinh khéng khéi dong dugc

RnAVI RA + Stra chiva hé thng

Rescue System « Phat hién sai sét trén & dia
+ Boot may
« Clru di¥ liéu
+ Quét hé théng dé tim virus.
« Chi can ghi vao CD / DVD.

Sau dé str dung dia CD / DVD

e dé khéi dong may tinh
B mon CNTT - Khoa HTTT Kinh té & TMBT 153
Chuwong 3:

Cac phuwong phap phong tranh va phuc hoi

Mét s6 bién phap phuc hdi — Phan mém backup tham khao

— 1. Acronis True Image

— 2. NovaBACKUP

— 3. EaseUS Todo Backup

— 4. AOMEI Backupper

— 5. Macrium Reflect

— 6. Genie Backup Manager

— 7. Paragon Backup & Recovery
— 8. Backup4all

— 9. NTI Backup Now

— 10. O&O Disklmage

BO mon CNTT - Khoa HTTT Kinh té & TMB' 155

Bai giang: An toan bao mat thong tin
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Chuwong 3:
Cac phwong phap phong tranh va phuc hoi
Mat s6 bién phap phuc hdi — Phuc hdi div liéu da dang
* MiniTool Power Data Recovery
phuc hdi di liéu bi mat trong
cac phan hoach FAT12, FAT16,
FAT32, FAT64 va NTFS
+ Chay tét trén Windows 98,
Windows 2000, Windows 2003,
Windows XP, Windows 7,
Windows 2008, vv.
* MiniTool Power Data Recovery
I& mi&n phi cho gia dinh va
nguwoi dung gia dinh.
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Chwong 3:
Cac phwong phap phong tranh va phuc hoi
Mét s6 bién phap phuc héi — Phuc héi hé théng
» CD khé&i dong + tap
§T phan mém GNU /
> Linux
5 { » Phat hién phan cirng
Sis waone
21\ * HO tro card do hoa,
(LN card am thanh, thiet
2 bi SCSI va USB va
i RS L . thiét bi ngoai vi khac
KNOPPI
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Chwong 3:
Cac phwong phap phong tranh va phuc hoi
Mat s6 bién phap phuc hdi — Phan mém phuc héi tham khao
« Data Rescue PC3
* Ontrack EasyRecovery
« Stellar Phoenix Windows Data Recovery
« Seagate File Recovery
« R-Studio
« Data Recovery Wizard
* GetDataBack
+ Salvage Data Recovery
26
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Cau hdi chwvong 3
Phong tranh la gi? Tai sao pén phc‘mg tranh cac nguy co cho HTTT?
Phan loai cac hinh thirc phong tranh?
Trinh bay va phan tich cac hinh thirc phong tranh mire vat ly?
Trinh bay va phan tich cac hinh thirc phong tranh mc hé diéu hanh
va mang may tinh?
Trinh bay va phan tich cac hinh thirc phong tranh mac div liéu?
Trinh bay va phan tich cac hinh thirc phong tranh dwa trén chinh
sach va giao duc?
Ma héa la gi? Quy trinh ma héa?
Trinh bay va phan tich cac yéu ciu clia mot hé ma héa?
Trinh bay va phan tich dd an toan ctia mét hé ma héa?
Pha ma la gi? Vi sao pha ma ngay cang phat trién?
Trinh bay wu diém va nhuoc diém cta hé ma hoa dbi xing?
Trinh bay wu diém va nhuwoc diém cta hé ma hoéa khoéa cong khai?
Phuc hdi la gi? Nguyén tac chung clia phuc hdi trong cac HTTT?
Vi sao phuc héi di¥ liéu ngay cang khé khan? Gidi thich
Vi sao céc bién phap khéc phuc sy c¢b hién nay chii yéu dya trén
cac ban backup? Giai thich

BO mon CNTT - Khoa HTTT Kinh té & TMB'
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Bai tap chuong 3

* Cho nguyén ban: “SUCH PAPER COULD NOT BE

BOUGHT UNDER HALF A CROWN A PACKET”

— V6i khéa k=6, hay diing hé ma héa cdng dé ma hoa van ban
trén

— Véi khéa k=5, hay dung hé ma héa nhan dé ma héa van ban
trén

— V6i khéa k=“Watson”, hay diing hé ma héa Vigenere dé ma
héa vén ban trén

— V¢i khda k="Bohemia”, hdy dung hé ma hoa khoa tw dong
dé méa hda van trén

— Véi khéa k=4, hay dung hé ma héa hang réo dé& ma hoéa van
ban trén

— Véikhéak=753 1246, hay dung hé ma héa hang dé ma
héa vén ban trén

- V¢i k1=3, k2= 5, hdy dung hé mé héa tich hop nhan k1 va
cong k2 dé ma hoéa van ban trén

Bo mon CNTT - Khoa HTTT Kinh té & TMDT 158

Bai tap chuvong 3

* Cho nguyén ban: “TELL MARY THAT | SHALL WANT A
FIRE IN MY ROOM TODAY, AND SEND DOWN TO
FORDHAM, THE HORSHAM LAWYER”

— Véi khéa k=6, hay dung hé ma héa cong d& ma hoa van ban
trén

— Véi khéa k=5, hay dung hé ma héa nhan dé& ma héa van ban
trén

— V6i khéa k=“Watson”, hdy diing hé ma hoa Vigenere d& ma
héa van ban trén

— V@i khoa k="Bohemia”, hay diing hé ma héa khoa tw dong
dé ma héa van trén

— V6i khoa k=4, hay diing hé ma hoa hang rao d& ma héa van
ban trén

— Véikhéak=753 1246, hay dung hé ma héa hang dé ma
héa van ban trén

— Vi k1 =3,xk2= 5, hay dL‘mg hé ma hda tich hgp nhan k1 va
cong k2 dé ma héa van ban trén

Bo mon CNTT - Khoa HTTT Kinh té & TMBT

Bai tap chwong 3

+ Cho cac cap sb nguyén tb sau: (11,23); (7,11),
(23,19); (29, 31). Cho ban rd la m=6

« Hay str dung thuat toan sinh khéa RSA dé tim
cac cap khoa céng khai va bi mat twong trng
clia cac cép sb nguyén t6 trén

« Str dung thuat toan ma hoa RSA d& ma hda van
ban m

« Str dung thuat toan giai ma RSA dé giai ma cac
ban ma thu duoc

B mon CNTT - Khoa HTTT Kinh té & TMDT 160

) Chuwong 4:
Ung dung an toan va bao mat théng tin

—4.1. Chir ky dién to
* 4.1.1.Khai niém va hoat déng
+ 4.1.2.U'ng dung trong chirng thie dién td
— 4.2. Phat hién |6 hdng bao mat
+ 4.2.1. Phat hién 16 hdng ctia phan mém (ng dung
« 4.2.2. Phat hién 16 héng ctia hé didu hanh
—4.3. Chirng thuc s
* 4.3.1. Str dung chirng thyc cé nhan
* 4.3.2. St dung chirng thyc doanh nghiép
—4.4. An toan va bao mat trén cac phwong tién TTXH
+ 4.4.1. Cac phwong tién truyén théng xa hoi
* 4.4.2. Nhirng nguy co’ va giai phap cho nguwdi dung

BO mon CNTT - Khoa HTTT Kinh té & TMB'

Bai giang: An toan bao mat thong tin

Chwong 4.
U'ng dung an toan va bao mat thong tin
Chr ky dién tcr

* Khai niém

— “Chi ky dién t&r dwoc tag
lap dwoi dang twv, chi¥, so,
Ky hiéu, am thanh hoac
cac hinh thire khac bang
phwong tién dién t&, gan
lién hoac két hop mét
céach logic voi thong diép
d liéu, co kha nang xac
nhan ngwoi ky thong diép
di liéu va xac nhan sy
chap thuan ctia nguwoi do
ddi voi ndi dung théng
diép di lieu dwoc ky”
(Biéu 21, Khoan 1, Luat
giao dich dién tr).

Bo mon CNTT - Khoa HTTT Kinh té & TMDT 162
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] Chwong 4:
Ung dung an toan va bao mat théng tin
Chir ky dién te

« Tinh chét cla chi ky dién tr
— (1) Kiém tra dworc ngudi ky va thoi gian ky,
— (2) X&c thyc céc ndi dung tai thoi diém ky,
— (3) Thanh vién th ba co thé kiém tra chi ky dé gidi
quyeét cac tranh chap (néu co).
* Phan loai chi¥ ky
— Phan loai theo cdng nghé
— Phan loai theo quyén sé hiru
— Phan loai theo chuan

BO mon CNTT - Khoa HTTT Kinh té & TMDT 163
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Chuong 4.
Ung dung an toan va bao mat thdng tin
Chir ky dién tt - Khai thué & Viét Nam

- .hw@-ﬂu
— i ln'uuidéa\" e i kb

Chuong 4:
Ung dung an toan va bao mat thdng tin
Chir ky dién ttr - Gia cac goi chir ky sb tham khao

EFY-mH

BA mon CNTT - Khoa HTTT Kinh té & TMDT 165

= Internet
rami.md
Khila b mlit o gyl Vi A o (48 dune
Iﬁm“‘l:‘ry“'ﬂa‘:ﬂﬂmw g [mt:?e:okrn Khéa cdng khal L
S i Mguydn vin A ~1
me-\u it Q-
=4 Ko b chol b 5
b nhiin ding b chit iy tinh ol Co quan thul
ky s cib nvin A |
BO mon CNTT - Khoa HTTT Kinh té & TMDT 164
Chuong 4:

(Yng dung an toan va bao mat théng tin
Chir ky dién tt - Hoat déng clia chi ky sé

ey inih Hash digest
function 3 Recipient's
public key
A onginal
i g
Sender

idigital sagnature)

A Sender's private key
p—y

5 Signed cipher toxt ‘

7 Rocipient's

m
. - -
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Chuong 4.
Ung dung an toan va bao mat théng tin
Chirng thyc dién tir

« Khai niém

— Chirng thw s6 1a mot cau
tric dw liéu chira cac thong
tin can thiét dé thwc hién
céc giao dich an toan qua
mang.
Chung thw s6 dwoc luu
gilv trén may tinh duéi
dang mot tap tin (file). Noi
dung chtn thw s6 bao
gom: Tén cha thé chirng
thw s + Khoa cong khai +
M6t so théng tin khac +
Chi ky s6 cta CA cap
chirng thw s6 dé.

BO mon CNTT - Khoa HTTT Kinh té & TMB' 167

Bai giang: An toan bao mat thong tin

Chuoong 4.
Ung dung an toan va bao mat thong tin
Chirng thiec dién tir : Phan loai

— (1) Chrng thwc cho may chd Web (Server
Certificate)

— (2) Chirng thue cho cac phan mém (Software
Certificate)

—(3) Chrng thye ca nhan (Personal Certificate)

— (4) Chirng thue chia cac nha cung cap chirng
thwe dién tor

BO mon CNTT - Khoa HTTT Kinh té & TMDT 168
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Chuwong 4:
Ung dung an toan va bao mat théng tin
Chir ky dién t&r - Chirng thye dién tor
» Chir ky dién tlr
— S dung mét phwong

» Chirng thwe dién tor
— Mot chirng chi do CA

phap dién to dé ky cép dé xac minh danh
mot tai liéu dién to tinh clia nguoi gitr

— Bam bao théng tin an ching chi
toan, quan ly cac trng — Mét gidy chirng nhan
dung tai khoan, &ng sb dé xac nhan cac
dung qua trinh lam mau web, cac tai liéu
viéc tryc tuyén, dau dAu thau dién tlr, nop
thau dién tt, quan tri t& khai thué thu nhap
mang lwu triy, v.v ... w

BO mon CNTT - Khoa HTTT Kinh té & TMB'
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Chuong 4.
Ung dung an toan va bao mat théng tin
Chir ky dién t&r - Ching thye dién tor

Signing Verificalion

E | |;~,_u> w.x::ujull —

1
R —

il b s e, o e i i

Khoa HTTT Kinh té & TMDT

Churong 4-
Ung dung an toan va bao mat théng tin
Phat hién cac 16 hdng bao mat

+ L6 hdng bao mat 1a gi?
+ Nguyén tac chung
» Cac trng dung
— Phat hién 16 héng tr trng dung
— Phat hién 16 hong tir hé diéu hanh
— Phat hién 16 héng tir hé thdng
— Phat hién 15 hdng tir con nguoi

Bo mon CNTT - Khoa HTTT Kinh té & TMBT

Chwong 4:
U'ng dung an toan va bao mat thdng tin
Phat hién cac 16 héng bao mat ctia (rng dung

* Quét Website * Quét ing dung khac
— Gamasec — Nessus
— Norton Safe Web — Fuzzing
— McAfee SiteAdvisor — MBSA
Software
— Google Safe Browsing
diagnostics

Bo mon CNTT - Khoa HTTT Kinh té & TMBT 17

Chuong 4:
Ung dung an toan va bao mat théng tin

Phat hién cac 16 hdng bao mat clia hé diéu hanh va mang
« Dung NMAP « Dung Wireshark
— TCP SYN scanning, — Phan tich goi tin,

TCP FIN, Xmas hay — Giam sat toan bo luu

NULL, ‘ lwong mang bang ché
— Nhéan dién hé dieu hanh d6 promiscuouus

bang TCP/IP

Fingerprinting, TCP ftp

proxy (bounce attack)

scanning,
— TCP ACK, Window

scanning, TCP Ping

scanning.
— ICMP scanning (ping-

sweep)..

BO mon CNTT - Khoa HTTT Kinh té & TMB'

Bai giang: An toan bao mat thong tin

Chuong 4:
Ung dung an toan va bao mat théng tin
Phat hién cac 16 hdng bao mat bidng NMAP

(] Vel - oot ghal: —Meabtap

80 mon CNTT - Khoa HTTT Kinh té & TMDT 1
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Chwong 4:
Ung dung an toan va bao mat théng tin
Phat hién cac 16 hdng bao mat hé théng

] Chuong 4.
Ung dung an toan va bao mat thdng tin
Bao mat hé théng — X.805

= X.805 Security Architecture

Tl

BO mon CNTT - Khoa HTTT Kinh té & TMDT 176

* Giam sat duwdng » Giam sat hoat déng

truyén mang hé thong
— Ping Tester — Kaspersky Security
— Network Inventory Scan

Advisor — Log Correlation
— Belarc Advisor Engine
— Advanced IP Scanner — Passive Vulnerability
— Wireless Network Scanner

Watcher
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Chwong 4:

ng dung an toan va bao mat théng tin
Bao mat hé théng — X.805

» Céc gidi phap (Dimensions) an ninh trong X.805
— Kiém soat truy nhap (Access Control)
— Xac thyc nguwdi str dung (Authentication)
— Chéng pha nhan (Non-Reputation)
— Bao mat di¥ lieu (Confidentiality of Data)
— An toan trong truyén théng (Communication)
— Toan ven di liéu (Data Integrity)
— Dam bao dd kha dung (Avaiability)
— Bao vé si riéng tw (Privacy)
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Chwong 4:
Ung dung an toan va bdo mat thong tin
An toan va bao mat trén cac phwong tién truyén théng xa hoi

+ Khéi niém vé& phwong tién TTXH
* Phan loai
— Mang x& hoi nhw Facebook, LinkedIn, ...
— Blog nhw Twitter, Google+...
— Chia sé anh nhu Flicker, Photobuket, Picasa, ...

— Téng hop tin tic nhw Google Reader, Stumble Upon, Feedburner, ...

— Chia sé video nhu YouTube, MetaCafe...

— Tro choi xa hoi nhw World of War Craft, ...

— Tim kiém xa hoi nhw Google, Bing, Ask.com, ...

— Tin nhén ttc thdi nhu Google Talk, Skype, Yahoo Messages, ...

BA mon CNTT - Khoa HTTT Kinh té & TMDT 178

Chuong 4:
Ung dung an toan va bao mat théng tin
An toan va bao mat trén cac phwong tién truyén théng xa hoi

Media &
Vi¢tNam

Bo mon CNTT - Khoa HTTT Kinh (& & TMD! 179

Chuong 4:
Ung dung an toan va bdo mat thong tin
Nguy co trén cac phwong tién truyén théng xa hoi

* L& thdng tin ca nhan
+ Gia mao

* Llra ddo

+ Lay nhiém ma doc

* Tham gia vao DoS

+ Phishing

+ Tin nhén rac

BO mon CNTT - Khoa HTTT Kinh té & TMDT 180

Bai giang: An toan bao mat thong tin
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Chuong 4:
Ung dung an toan va bao méat thong tin
Giai phap an toan trén cac phuwong tién truyén thong x& hoi

+ Gii phap + Nguyén tac chung khi
— Nguyén téc chung khi st dung
st dung — Tiét 16 thong tin nhw thé
— Céc chu y khi str dung nao?
— Céc chinh sach can — Cén bao vé théng tin ra
biét khi st dung sao?

— Danh gia va tiép nhan
théng tin nhw thé nao?
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Chuong 4:
Ung dung an toan va bao mat thong tin
Giai phap an toan trén cac phuong tién truyén théng xa hoi
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~ > .
Cau hoi chvong 4

Chir ky dién ti 1a gi? Vi sao can c6 chiv ky dién tr?

Co ché hoat déng ctia chi ky dién t&?

Phan loai chi¥ ky dién tr?

Chirng thye dién tir la gi?

Vi sao can cé chirng thye dién tir?

Co céc loai chirng thuc dién tr nao?

So sanh chir ky dién t&r va chirng thuc dién ter?

O Viét Nam céc co quan nao dwoc quyén cap chirng thuc dién tir?

L6 héng bao mat la gi? Vi sao céc hé théng thong tin déu c6 16 héng

bao mat?

Nguyén téc chung trong phat hién 16 héng bao mat?

So sanh mét s6 cong cu phat hién 18 hdng bao mat hién nay?

Céc phuong tiénxtruyén thdng xa hoi la gi? Xu hwdng trng dung cua cac

phwong tién truyén théng xa hoi?

ﬁgg} nguy co mat an toan khi st dung cac phuwong tién truyén thdng xa
617

Giai pf’;ép dam bao an toan khi st dung cac phuong tién truyén thong
xa hoi?
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Téng két hoc phan

+ On tap toan bo ly thuyét ctia 04 chwong
* Thwc hanh cai dat

— Mot phan mém diét virus

— Mat phan mém backup di liéu

— Mat phan mém phuc hdi di liéu

— Mat phan mém phat hién xam nhap trai phép

— M&t phan mé&m phat hién 16 hdng bao mat
* Lam bai tap

— Céac hé ma hda cb dién

— Hé ma héa RSA

— Kiém tra lai bang phan mém
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Téng két hoc phan

« Tim hiéu thém théng tin tr cac Website

— Viét Nam
« http://antoanthongtin.vn (Ban co' yéu chinh phu)
« http://www.vncert.gov.vn (Trung tdm (ng ctru khdn cip may

tinh Viét Nam)

« http://ais.gov.vn (Cuc an toan théng tin)
« http://vnisa.org.vn/ (Hiép héi an toan théng tin Viét Nam)
« http://cntt. moj.gov.vn (Cuc céng nghé thong tin)

— Thé gioi
« https://www.infosecurity-magazine.com/
« http://www.securitymagazine.com/
« http://www.cyberdefensemagazine.com/
« https://www.ibm.com/security
« https://us.norton.com
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Bai giang:

An toan bao mat thong tin
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